
AS ARTIFICIAL intelligence reduces the num-
ber of traditional entry-level tasks through
which young technologists once learnt their
professions,quantumcomputingseemstobe
an even less obvious career choice because of
its perceived high barriers to entry.

I would argue the opposite. Quantum com-
puting is still at a sufficiently early stage –
there is a window to train people before the
field matures.

The technology’s power lies in its ability to
solveproblems inways thatclassical comput-
ers cannot. It speeds up simulations, optimi-
sations and complex tasks dramatically.

Using quantum computers to solve busi-
ness problems is increasingly accessible.

However,thiscapabilityalsoposesacyber-
security threat. Quantum computers could
potentially break longstanding cryptographic
systems protecting our business transac-
tions, an ability that current AI models do not
have.

Butjustasyoudonotneedtobeaphysicist
to be a data scientist, you do not need to be a
quantum physicist to work with quantum
technology for business.

To maintain Singapore’s edge as a financial
hub, we need professionals familiar with the
technology to protect our systems against fu-
ture quantum computers.

“Harvest now, decrypt later”
In banking and financial services, quantum
approaches are already being explored to
tacklecomputationallydemandingproblems,
including the Monte Carlo simulation, a wide-
ly used technique in financial derivative pric-
ing, and rare-event and tail-risk estimation.

More urgently, our financial institutions
needquantum-safecybersecurity,whichises-
sentially the science of protecting against at-
tacks from quantum computers.

They need to secure data for its entire life-
time, to protect the confidentiality of long-
lived financial information, digital identities,
payment infrastructure and communication.

A quantum team would need to know
where vulnerable cryptography exists within
an organisation, and guard against “harvest
now, decrypt later” threats.

This isaphenomenoninwhichadversaries
collect and store encrypted information even
thoughtheyarecurrentlyunabletodecrypt it.

In such a scenario, an attack can begin
years before a cryptographically relevant
quantum computer exists.

When such a technology becomes availa-
ble, algorithms could break widely used pub-
lic-key cryptography, potentially allowing
previously captured sensitive data to be de-
crypted retrospectively.

Hence, it is especially important for banks
to transition to quantum-safe cryptography
today.

Building a talent pipeline
The quantum professionals we need must
know how to use quantum algorithms, what
data to provide, how to interpret their out-
puts, and when a particular type of quantum
processor is appropriate for a problem.

Iseetwoparallel rolesdevelopingfor these
professionals in our financial sector: people
who can explore where quantum computing
may create advantages, and others who can
help organisations migrate towards post-
quantum cryptography and broader quan-
tum-safe architectures.

Singapore’scomputingschoolshaveanop-
portunity to develop what might be called
quantum application and quantum safe engi-
neers. These new practitioners sit at the inter-
sections of quantum computing, cybersecur-
ity and industry.

They would understand quantum princi-
ples and be equally comfortable with data sci-
ence, cybersecurity and cryptography, along
with cloud computing and conventional high-
performance computing.

And even without owning hardware, our
students can access quantum processors
through the cloud for hands-on experimenta-

tion through a “learning by doing” strategy.
Thisapproachwouldletstudentsgetfamil-

iar with behaviours that are difficult to glean
fromequationsalone, suchassamplingvaria-
tion, hardware connectivity, scalability con-
straints,andthegapbetweentheoreticalcom-
plexity advantages and practical perfor-
mance.

They can also experiment with post-quan-
tum cryptographic libraries, benchmark mi-
gration approaches and study how quantum-
safe systems integrate with existing applica-
tions.

When it comes to quantum security, stu-
dents should understand which systems are
affected,whicharenot,howpost-quantumal-
gorithmsdiffer fromclassicalonesoperation-
ally, and how a bank might migrate a complex
technology estate without disrupting existing
services.

They also need to know how different
quantum hardware technologies are suitable
for different workloads.

Toenable thispedagogicaloperation, com-
putingschoolsneedtocollaboratewithindus-
trytoprovidestudentswithrealproblems,re-
alistic data sets, existing technology architec-
tures, security constraints and meaningful
performance benchmarks.

A case in point is the Young Talent Pro-
gramme for AI in Finance, announced by Dep-
uty Prime Minister Gan Kim Yong in May, with
participation from key financial institutions
and technology partners.

It gives students structured real-life work
exposure through formal coursework, intern-
ships and capstone projects with industry
players.

While the programme focuses on building
AI capabilities for finance among students, it
serves as a good framework for a similar one
focusing on quantum technology.

Organisations should begin developing in-
ternal capability now, as migration across
complex banking infrastructure takes years.
Staff need time to understand their crypto-
graphic dependencies early on.

Because of the ties between Singapore’s fi-
nancial sector, universities, technology eco-
system and national investment in quantum
technologies, the Republic is well positioned
to nurture the quantum professionals who
can keep us safe when the technology ma-
tures.

As physicist Richard Feynman said, if you
cannot build something, you do not fully un-
derstand it. I would add: If you cannot use it,
you do not yet understand its value; if you
cannot secure it, you may not understand its
risk.

The writer is an associate professor of
information systems (practice) at Singapore
Management University, where he teaches
and researches on quantum computing in
financial services.

The commentary is based on the writer’s
own experiences, observations and
argument. AI tools were used for drafting
and editing. The writer remains fully
accountable for the commentary’s accuracy,
originality and final form.
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To maintain Singapore’s edge as a financial hub, the Republic needs
professionals familiar with quantum computing to protect its systems
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